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Purpose

The purpose of this policy is to establish Fallen Leaf Lake Community Services District
(District) retention periods for email, Zoom and any other form of electronic communication.

Authority
e Government Code sections 26202 and 26205.1

Scope

This policy applies to all District divisions (e.g., Administration, Fire and Parks &
Recreation), staff, volunteers and elected officials.

Policy

It is the policy of the District to establish retention periods for email, Zoom, and backup data
from these solutions to:

e Conserve District resources;

e Ensure that data is kept only as long as it has operational, administrative, fiscal, or
legal value, or as required by law; and

e reduce exposure to cybersecurity threats.
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Therefore, pursuant to this policy, data will be retained in the following applications as
follows:

Email

The District shall retain all employee emails for two (2) years unless retention is suspended
for one of the following reasons:

e The email contains official record information that requires longer retention as
required by the division. Employees will set retention policies on emails according to
District policy or retention schedules.

¢ The email pertains to reasonably anticipated, threatened, or actual legal proceedings, or
is subject to a litigation hold, in which case the Litigation Hold Policy must be
followed. Email must be identified for retention and retained regardless of age, and
routine destruction is suspended, until directed by Legal Counsel.

e The email is sought by a pending Public Records Act (PRA) request.

To ensure a complete and transparent response to PRA requests and litigation holds, each
employee is responsible for determining which communications should be retained for
business or legal reasons and which should be discarded as they would any document
obtained in the course of official duties.

All emails not identified for retention that remain in the system will be automatically deleted
two years from the date they were created or received into the email system, without prior
notification.

Email shall be viewed as a temporary communication tool, not a storage mechanism, and
should be routinely discarded unless it is considered an official record defined by department
policy.

Following the termination of an employee’s account, the mailbox will be retained for 90
days. To maintain a mailbox for longer than 90 days, approval must be given by the General
Manager.

If an employee has questions regarding whether an email should be retained as an official
record, they should seek guidance from the Fire Chief or General Manager. Retention
policies can be applied to individual emails or folders.

Karen Sipprell, President
Katie Gray, Vice-President
Woodson Martin, Director Daniel Kramer, Director Alison Kerr, Director



Zoom Records

Zoom data (e.g., recordings and chat messages) shall be retained and will be automatically
deleted without prior notification as follows:

e Two (2) years without the option for extended retention.

Back-ups

Back-up repositories are for disaster recovery purposes and not for record retention. Should it
be needed, email data will be automatically retained for six (6) months following deletion.
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